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Brandon Turbeville

Activist Post

A recent Brookings Institution report has now
confirmed what many have suspected for some time —
that the United States government (and virtually every
other government in the world) has the capability to
monitor and record nearly every interaction that
occurs within its national borders.

For years, those individuals who have tried to warn
others of the creeping surveillance state were met with

enials and catcalls of “conspiracy theory,” as well as
1e famous claims that it was not physically possible
) monitor everyone.

his new report, however, shatters the delusional
itionalities of the uninformed into a million pieces.

he Brookings Institution report entitled, “Recording
verything: Digital Storage as an Enabler of
authoritarian Governments” (.pdf) discusses the
1creasing capacities for surveillance due to the
nprovement in technology and the sinking costs of its
rocurement, along with the implications for human
ghts and authoritarianism that come along with it.

The report begins by stating:

Within the next few years an important
threshold will be crossed: For the first
time ever, it will become technologically
and financially feasible for authoritarian
governments to record nearly everything
that is said or done within their borders —
every phone conversation, electronic
message, social media interaction, the
movements of nearly every person and
vehicle, and video from every street
corner. Governments with a history of
using all of the tools at their disposal to
track and monitor their citizens will
undoubtedly make full use of this
capability once it becomes available.
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Although the study suggests that governments will
make use of this technology “once it becomes

available,” anyone who has done even cursory research

into the technological and intelligence capabilities of
major governments is aware that, when technologies
are announced to the general public, the actual
capabilities of these governments to harness that
technology are light years ahead of what is being
announced. Indeed, the technology itself is almost
always already obsolete before it’s theoretical
presentation is even offered up for digestion by the
—1ass population.

175 -js also interesting to note that John Villasenor, the

uthor of the study, makes continual reference to the
world’s remaining authoritarian regimes,” specifically
10se of Syria, Iran, Burma, and China, but completely
2aves out those of the United States, Australia, Israel,
nd Great Britain to name a few. This is no doubt an
1tentional propaganda move. However, the reader
hould not dismiss reality in the same manner as
illasenor.

)bviously, Villasenor and the Brookings Institution

now full well that the United States and virtually the
<ntire Western World has become an authoritarian
surveillance society, yet the Western nations are left
out of the description due to the fact that the report
functions more as a promotion of the technology than
a warning. The Brookings report is an introduction
flyer to the professorial, foundational, and cultural
working class (those individuals who gradually
implement the totalitarian system consciously, but
often unconsciously as well). In this sense, the report
is clearly not a study.

It is for this reason that the report focuses on
oppressive governments in the Middle East, Africa,
and Asia. But it is also because these nations are to be
the next target of direct military action by the Anglo-
American empire. The Libyan tragedy is referenced
repeatedly in the report, but only in the context of
Ghaddafi’s surveillance capabilities within his own
country.
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Without seeking to reinforce the lies told about the
Ghaddafi regime or the status of the Libyan people
over the last year, it is nevertheless interesting to
mention the surveillance capabilities of the regime as
they are summed up by the Brookings report.
Villasenor cites a Wall Street Journal article that
claims Ghaddafi’s intelligence agencies were able to
“capture and archive “30 to 40 million minutes of
telephone conversations every month and to regularly
read emails exchanged among activists.” All of this by
a regime that was relatively weak, particularly in its
~bility to stave off an outside invasion of NATO
ombing and foreign intelligence subversion
onducted by much more sophisticated nations.

illasenor goes on to say, “The Ghadaffi regime was
nusual among dictatorships only in that its internal
pying activities were so thoroughly unmasked, not
1at they were occurring.” This much is true.

lowever, the reader must turn
1is reasoning back toward his
wn country and ask, If a weak
‘haddafi regime was capable of
> much surveillance of its own
eople, and if these types of
spying activities are
commonplace amongst
governments, would it not stand
to reason that the United States
government, which is light years
more advanced than the Libyan
one, can and is conducting
surveillance against its own

Bank Anonymously
in the U.S.A.

their financial privacy?

citizens as well? Not only that, since the capabilities of

the U.S. government are so much more than that of

Ghadaffi and Ghadaffi-like regimes, it would also stand

to reason that U.S. government surveillance is being
conducted at immensely more sophisticated levels.
The same goes for any Western nation.

If the Libyan government is unique only in that its
surveillance has been unmasked, what then of the
Bush-era domestic surveillance program or the
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openness of the American government in monitoring
Twitter feeds, social networking sites, or even the
legal declarations of surveillance carried in the
PATRIOT Act, the Telecommunications Act, and
Patriot Act 2? These programs have not been
unmasked. They are freely admitted. Is it even
imaginable, then, the true capabilities that exist in the
recesses of the military and intelligence communities
in our own nation?

Although Villasenor limits his discussion to the next

targets of the Anglo-American empire, his
tatements are easily transposed to apply to those
ations who currently have such capabilities and who
ave already implemented them under the cover of
opular acceptance and “democratic” methods —
1eaning, simply, the lack of resistance from the
eneral public by virtue of their lack of knowledge or
1eir lack of concern.

illasenor writes:

... the evolving role of digital storage in
facilitating truly pervasive surveillance is
widely recognized. Plummeting digital
storage costs will soon make it possible
for authoritarian regimes to not only
monitor known dissidents, but also to
store the complete set of digital data
associated with everyone within their
borders. These enormous databases of
captured information will create what
amounts to a surveillance time machine,
enabling state security services to
retroactively eavesdrop on people in the
months and years before they were
designated as surveillance targets. This
will fundamentally change the dynamics
of dissent, insurgency, and revolution.

That is, if the information isn’t already available
publicly on the “revolutionaries’” Facebook page.
Indeed, something similar has already been used in
England after the bizarre riots that overtook the
country months ago. Facial recognition software was
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able to identify (or so it was claimed) many of the
rioters who were arrested after the riots had subsided.

However, what Villasenor is describing is the ability to
build detailed digital dossiers on individuals, full of
incriminating evidence gleaned through everyday,
normal, social interactions, that can be called on at
any minute to build a case against an individual for
daring to question the State. All of it, of course, will be
there. The angry Facebook post made in a fit of rage
against the government; the email to Monsanto that
seems “threatening;” or the telephone conversation

'here one procured an illegal substance for a weekend

175 f fun.

ut the question still remains for some, “How would it
e possible to monitor and store so much
formation?”

illasenor provides some interesting analysis in
agards to the declining costs of storage technology
nd also the increase in the capability of that
2chnology. In terms of cost, he writes:

Over the past three decades, storage costs
have declined by a factor of 10
approximately every 4 years, reducing the
per-gigabyte cost from approximately
$85,000 (in 2011 dollars) in mid-1984 to
about five cents today. In other words,
storage costs have dropped by a factor of
well over one million since 1984. Not
surprisingly, that fundamentally changes
the scale of what can be stored.

In terms of storage capability, the analysis is quite
shocking, especially to those who may have doubted
the technological advancements available to major
governments, militaries, and intelligence agencies.
Villasenor writes:

So what, exactly would it take to store
everything? The answer depends in part
on the nature of the information.
Location data is far less voluminous than
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audio from phone calls, which in turn
requires much less storage than video.

Location data, which is readily obtained
from mobile phones, Wi-Fi connections,
and GPS receivers, can already easily be
archived. It takes fewer than 75 bits (ones
and zeros) to pinpoint a person’s location
anywhere on the earth to an accuracy of
about 15 feet. The information identifying
the location of each of one million people
to that accuracy at five-minute intervals,
24 hours a day for a full year could easily
be stored in 1,000 gigabytes, which would
cost slightly over $50 at today’s prices.
For 50 million people, the cost would be
under $3,000.

The audio for all of the telephone calls
made by a single person over the course of
one year could be stored using roughly 3.3
gigabytes. On a per capita basis, the cost
to store all phone calls will fall from
about 17 cents per person per year today
to under 2 cents in 2015.

Lhe current prices of such 41 Th i “gs

technology, much less the
projected prices a few

years from now, are - : |
shockingly low ’F»'J,,.""f:"; =
considering the scale of You Should Hoard
surveillance that would Click Here to Read More

be, and probably is,

taking place. Given the figures above, if the United
States population is 300 million, the cost of storing the
location data of everyone in the country for a year
would be approximately the cost of a low-wage job,
around $18,000. This is hardly a large sum of money
for any government.

Ignoring, for a moment, Villasenor’s obvious bias
against Syria and Iran, his estimate surrounding the
costs of these governments’ surveillance programs are
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somewhat revealing if for nothing else than their
relation to our own government’s ability and potential
to implement the same type of program.

He continues:

For a country like Syria, which has a
population of 15 million people over the
age of 14, the current cost to purchase
storage sufficient to hold one year’s worth
of phone calls for the entire country
would be about $2.5 million - a high
number but certainly not beyond
governmental reach. If historical cost
trends continue, the annual cost in 2011
dollars to purchase enough storage for
Syria’s government to record all calls
made in that country will fall to about
$250,000 by 2016 and to about $25,000 by
2020. Iran has an over-age-14 population
of 59 million, so the corresponding cost to
the Iranian government to record all calls
in Iran would be about four times higher
than in Syria. Cost will soon be no object
for internal security services wishing to
store everything said on a telephone in
Syria, Iran, or even in a much more
populous nation such as China.

Or the United States, one might add. Or Great Britain.
Or Australia . . . add your country of choice here. By
now, you should be getting the point.

In regards to video surveillance, Villasenor’s
predictions are not much different after taking into
account the difference in the type of surveillance data
being absorbed and retained.

The report states:

By 2020 the cost to store, in high
resolution, all of the video acquired by the
Chongging network [Chinese surveillance
that equals one camera for every 24
people in an area of 12 million] will drop

http://www.activistpost.com/2011/12/new-report-recording-everything...
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to a much more practical $3 million per
year. On a per capita basis this
corresponds to about 25 cents per person
per year, an amount that can easily be
budgeted or even extracted from the
population being monitored through a
euphemistically worded ‘public safety
tax.

Keep in mind, the costs presented here are those to

which the public would be subjected if they were to

engage these systems in the marketplace, which, of
ourse, they will not be doing. These figures are,

175 ssentially, mark-up value. They do not take into
ccount where these surveillance technologies were
riginally developed, such as institutions within the
overnment, military, and intelligence communities
1emselves which would, by definition, give
overnments cheaper and greater access to them.

IARPA immediately comes to mind in the context of
1is discussion. Such an agency is full of money black
oles, black budgets, and secret projects that not only
rould aid in the development of such technology, but
Iso its implementation without the knowledge of the
itizenry. Such has been the case many times before.
Must the national collection of blood at birth be
mentioned again in order to jog the reader’s memory?

The implications for stifling dissent need not be
summed up at this point in this article. It is fairly
obvious that such broad and far-reaching surveillance
would necessarily significantly damage the ability of
the general public to resist, be it planned or out-of-
the-blue, any form of tyranny the regime wishes to
place upon them.

Nevertheless, consider the report’s extensive
comments on the effects that such surveillance would
have on dissent, revolution, and “insurgency.”

But the ability to record everything will
tilt the playing field back in favor of
repressive governments by laying the

9av 16 2015-12-20 22:37
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foundation for a plethora of new
approaches to targeting dissent. When all
of the telephone calls in an entire country
can be captured and provided to voice
recognition software programmed to
extract key phrases, and when video
footage from public spaces can be
correlated in real time to the
conversations, text messages, and social
media traffic associated with the people
occupying those spaces, the arsenal of
responses available to a regime facing
dissent will expand. Some changes will be
immediate and tactical. Instead of
implementing broad social media or
Internet shutdowns in response to unrest,
governments in possession of complete
communications databases will be able to
conduct more selective censorship or
alteration of message traffic during
periods of instability. This will provide a
great capability to shape or quell dissent.

175

he report also mentions the ability to go back in time
nd build a detailed case against the dissenter, even if
wne evidence compiled is somewhat circumstantial.

Pervasive monitoring will provide what
amounts to a time machine allowing
authoritarian governments to perform
retrospective surveillance. For example, if
an anti-regime demonstrator previously
unknown to security services is arrested,
it will be possible to go back in time to
scrutinize the demonstrator’s phone
conversations, automobile travels, and
the people he or she met in the months
and even years leading up to the arrest.

Villasenor correctly asserts that the implementation of
such open surveillance will have a chilling effect on
activism and dissent. This goes without saying since
activists and dissenters are now aware that anything
they say is being listened to and recorded for purposes

10av 16 2015-12-20 22:37



New Report: "Recording Everything" Details How Governments Can ... http://www.activistpost.com/2011/12/new-report-recording-everything...

of prosecution.
Thus, the report reads:

There are also longer-term consequences
that include a thinning of the ranks of
regime opponents. By definition,
organized dissent requires that dissenters
have the ability to exchange information.
Prominent opponents of repressive
governments have learned to expect
tracking of their movements and
interception of their phone calls and
other forms of electronic
communications. But when technology
enables an entire country’s worth of
communications to be intercepted, the
circle of people whom dissidents will be
able to recruit to their ranks will narrow.

175

In addition, knowledge that
communications are archived will reduce
the willingness of dissidents to speak
frankly even over encrypted
communications. . . . Awareness of the
likelihood that all messages — including
those that are encrypted — will eventually
be read by security services will chill
dissent.

No doubt, in light of this new Brookings Institution
report, along with other means of surveillance such as
palm scans, vein scans, iris scans, voice and facial
recognition as well as emotion detectors, we are
entering an era in which dissent will truly require an
individual to make a decision whether or not his
principles are worth his freedom or even his life.

We, as American citizens — or any other citizen for
that matter — must make our voices heard and our
presence felt while we still can. It is up to us whether
or not the Brave New World we enter into will be
marked by courage and consciousness, or the grip of a
scientific dictatorship.
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Brandon Turbeville is an author out of Mullins, South
Carolina. He has a Bachelor’s Degree from Francis
Marion University where he earned the Pee Dee Electric
Scholar’s Award as an undergraduate. He has had
numerous articles published dealing with a wide variety
of subjects including health, economics, and civil
liberties. He also the author of Codex Alimentarius -
The End of Health Freedom, 7 Real Conspiracies and
Five Sense Solutions. Brandon Turbeville is available for
podcast, radio, and TV interviews. Please contact us at
activistpost (at) gmail.com.
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